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ABSTRAK

Sistem keamanan gerbang perumahan yang masih menggunakan kunci
konvensional sering kali menyulitkan warga saat hendak membuka gerbang.
Pemanfaatan teknologi Radio Frequency Identification (RFID) dan Internet of
Things (IoT) menjadi solusi praktis untuk mempermudah akses masuk serta
meningkatkan pemantauan gerbang secara real-time. Penelitian ini menggunakan
metode Research and Development (R&D) untuk merancang sistem kendali akses
berbasis mikrokontroler ESP32, sensor RFID RC522, solenoid door lock, Firebase
Realtime Database, web dashboard, dan notifikasi WhatsApp. Pengujian dilakukan
meliputi uji jarak baca sensor, respon solenoid, transmisi data real-time, notifikasi
WhatsApp, dan evaluasi System Usability Scale (SUS). Hasil pengujian
menunjukkan sensor RFID RC522 mampu membaca tag RFID 13,56 MHz hingga
4,5 cm pada kartu akses standar, 1,5 cm pada E-KTP, dan 1 cm pada E-Money, serta
membuka solenoid offline dengan rata-rata respon 17 ms dan menolak 100% kartu
tidak terdaftar. Sistem juga berhasil mengirimkan data real-time dengan rata-rata
respon 284 ms, mengirim notifikasi WhatsApp otomatis, dan memperoleh skor
SUS web dashboard sebesar 84,75 (kategori Acceptable, Grade B, Good). Sistem
kendali akses berbasis RFID dan IoT ini terbukti berhasil diimplementasikan sesuai
rancangan serta mampu mempermudah dan meningkatkan efektivitas pengelolaan
akses gerbang perumahan. Penelitian ini memberikan kontribusi sebagai referensi
dalam pengembangan sistem keamanan dan kendali akses otomatis berbasis RFID

dan IoT pada lingkungan pemukiman maupun fasilitas publik.

Kata kunci: Sistem Kendali Akses, RFID, Internet of Things, Firebase, Notifikasi
WhatsApp.
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ABSTRACT

Conventional residential gate security that relies on physical keys often
presents difficulties for residents when opening access to the gate. The utilization
of Radio Frequency Identification (RFID) and Internet of Things (IoT) technologies
provides a practical solution to simplify entry access and enhance real-time gate
monitoring. This study employed the Research and Development (R&D) method to
design an access control system utilizing an ESP32 microcontroller, an RFID
RC522 sensor, a solenoid door lock, Firebase Realtime Database, a web dashboard,
and WhatsApp notifications. The evaluation included testing sensor reading
distance, solenoid response time, real-time data transmission, WhatsApp
notifications, and a System Usability Scale (SUS) assessment. Results showed that
the RFID RC522 sensor read 13.56 MHz RFID tags at distances up to 4.5 cm for
standard RFID cards, 1.5 cm for E-KTP, and 1 cm for E-Money, with an offline
solenoid response time of 17 ms and a 100% rejection rate for unregistered cards.
The system successfully transmitted real-time data with an average response time
of 284 ms, delivered automatic WhatsApp notifications, and achieved a web
dashboard SUS score of 84.75 (categorized as Acceptable, Grade B, and Good).
The RFID and IoT-based access control system proved to be successfully
implemented according to design, effectively simplifying and improving residential
gate access management. This research provides a valuable reference for
developing automated RFID and loT-based security and access control systems in

residential areas or public facilities.

Keywords: Access Control System, RFID, Internet of Things, Firebase, WhatsApp
Notification.
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